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1. [bookmark: _Toc215694057]INTRODUCTION

[bookmark: _Toc215694058]1.1 Purpose of the Document

In the context of the intensive digitalisation of public administration and the increasing integration of information technologies (hereinafter:  IT) into the processes of providing public services, public procurement of IT products and services is one of the most dynamic and complex areas within the public procurement system. These guidelines aim to provide practical support to contracting authorities in preparing and implementing public procurement procedures for IT solutions, with particular focus on compliance with legislation, the functionality of the procured solutions, and their long-term sustainability.
These guidelines focus on three typical procurement subjects in the field of IT: procurement of off-the-shelf software solutions, procurement of custom web applications tailored to the needs of the contracting authority, and maintenance and upgrading of existing software solutions. In addition, this guide highlights challenges such as ownership of source code, data access, security and data protection, knowledge transfer, and sustainability of solutions after the contract expires.
One of the main objectives of this document is to assist contracting authorities in planning and conducting the procurement of legal software, in accordance with public procurement regulations, copyright and related rights laws, and the principles of transparency and responsible management of public funds.  Procuring illegal or unregistered software, even unintentionally, can have serious consequences for institutions, including legal and reputational risks, so clear guidance on legitimate contracting models is essential.

[bookmark: _Toc215694059]1.2 Normative framework

The guidelines have been developed in accordance with the applicable legislation of the Republic of Serbia, including:
· The Law on Public Procurement (“Official Gazette of the RS”, No. 91/2019 and 92/2023, hereinafter: of the PPL).
· The Law on Copyright and Related Rights (“Official Gazette of the RS”, No. 104/2009, 99/2011, 119/2012, 29/2016 – decision of the Constitutional Court, and 66/2019), which relates to licensing and intellectual property over software, and
· Rulebook on the Content of Tender Documentation in Public Procurement Procedures (“Official Gazette of RS”, No. 21/21).
Although this document has no legal force, its recommendations represent a set of good practices and practical advice developed based on experiences in Serbia and abroad.




[bookmark: _Toc215694060]1.3 Target Group

These guidelines are intended for a wide range of participants in the public procurement system, including:
· employees of contracting authorities responsible for planning and implementing IT procurements,
· IT experts involved in preparing technical specifications,
· legal and economic advisers engaged in preparing competition documentation and contracts,
· decision-makers and management in public institutions seeking a clearer understanding of the legal, technical, and practical aspects of IT contracts.
These guidelines also aim to strengthen the capacity of public administration in digitalisation and responsible management of software assets, promoting a legal, rational, and long-term sustainable approach to public procurement in information technology.
Throughout the text, emphasis is placed on specific examples of public procurement in IT.

2. [bookmark: _Toc215694061]SIGNIFICANCE AND SPECIFICITY OF IT PUBLIC PROCUREMENT

IT public procurement is strategically significant for the functioning and development of the public sector, as it enables the digitalisation of processes, improved connectivity between institutions, and greater accessibility of public services for citizens and the economy.  Unlike standard goods and services, IT procurement is rarely conducted in the same form, becomes outdated quickly, and largely depends on the specific needs of end users. Procurements involving the development of custom software solutions present a particular challenge, as they entail a high degree of uncertainty regarding scope, deadlines, and expected results.
Furthermore, IT solutions are often contracted for extended periods, requiring ongoing technical support, maintenance, and the possibility of system upgrades. Such contracts must be carefully defined to ensure the sustainability of the solutions and to avoid dependence on a single supplier, the so-called  “vendor lock-in”.  Avoiding vendor lock-in in public procurement of custom software solutions is crucial for the contracting authority to maintain control over the solution, reduce risks, and ensure the long-term sustainability of the system. 
Some key strategies and mechanisms for achieving this goal, which can be included in the technical specification and public procurement contract, are:
1. Requirement for ownership of the source code – The tenderer is required to deliver the complete source code of the software solution to the contracting authority upon completion of the implementation, including comments, scripts, configuration files, databases, and all accompanying elements necessary for further development and maintenance of the solution.
2. Use of open standards and open-source technologies – The software solution must be developed using open standards and technologies that do not restrict use of the solution to a single supplier.  The use of closed (proprietary) formats, APIs (Application Programming Interfaces), and databases must be justified and approved in advance by the contracting authority.
3. Detailed technical documentation and knowledge transfer – The supplier is required to provide comprehensive documentation and training for the contracting authority's staff to enable independent use and maintenance of the system.
4. Requirement for modular architecture – The solution must have a modular architecture that allows independent modification and replacement of individual components without requiring changes to the entire system.
5. Prohibition of exclusive licences and restrictions for third parties – The contract must include clauses permitting maintenance of the software by third parties and allowing further development of the software without the original supplier’s consent.
6. Establishing interoperability criteria – The solution must enable data exchange with other information systems through open protocols (e.g.  XML – Extensible Markup Language, JSON – JavaScript Object Notation, REST API – Representational State Transfer Application Programming Interface).

3. [bookmark: _Toc215694062][bookmark: _Hlk201091013]DEFINING THE NEEDS OF PURCHASERS IN THE FIELD OF IT PUBLIC PROCUREMENT 

Defining needs is one of the most important steps in planning a successful IT public procurement.  Without clearly formulated needs, the risk of selecting an inappropriate solution increases significantly.
First, the client should analyse the current state. This includes an inventory  of existing IT systems, software, and hardware; identifying technical, organisational, and functional deficiencies; and reviewing previous contracts and the extent of their implementation.
After analysing the current state, the contracting authority formulates the goals to be achieved with the specific procurement.  In other words, the client should answer what they want to accomplish (e.g., digitisation of processes, improving communication with citizens, increasing efficiency).  The goals must be SMART:  specific, measurable, achievable, relevant, and time-bound.
In this process, it is important to consider the needs of end users.  The solutions must be tailored to different user profiles, such as access levels and roles. 
After determining the goals to be achieved, the contracting authority designs the future state by developing a draft of the desired IT solution and defining the necessary components: hardware, software, licences, and services.
The defined minimum procurement requirements form the basis for conducting market research, which will be discussed in the following sections of the guide.

4. [bookmark: _Toc215694063]MARKET RESEARCH AND DETERMINATION OF THE ESTIMATED VALUE OF IT SERVICES AND GOODS
[bookmark: _Hlk199158668]
Market research is a process carried out to gather information on the market situation and the availability of public procurement subjects that meet the requirements of the contracting authority and to assess the response of potential tenderers to the proposed procurement subject. The market research is carried out in order to prepare the procurement procedure and to inform the economic operators of the contracting authority's plans and requirements in relation to the procurements.
[bookmark: _Hlk197542886]Based on the identified needs for IT services and goods, the contracting authority determines the minimum requirements for the procurement item.  These minimum requirements form the basis for market research. 
The market for IT services and goods encompasses the provision of various technological services to businesses, institutions, and end users. These services range from basic technical support to complex consulting and development solutions.  The IT services market is dynamic, rapidly changing, and closely linked to the development of new technologies and the digitalisation of business operations. 
The IT services market in the Republic of Serbia is continually growing, particularly in outsourcing and software development for foreign markets. Many IT companies provide services for both domestic and foreign markets. Government bodies and companies are increasingly investing in digitalisation, creating new opportunities for IT services. 
The task of the contracting authority is to establish contact with economic entities that offer IT services and goods through market research, and to determine which IT services and goods best meet their needs through this collaboration.
In the process of market research, determining the estimated value of public procurement is a very important element.
The PPL sets out detailed rules on how to determine the estimated value of public procurement.  The purpose of these provisions is to objectively establish whether the value of the subject of public procurement is less than, equal to, or greater than the thresholds for the application of the PPL. Therefore, it is important for contracting authorities to take these rules into account when calculating the value of the procurement.
The following general rules apply to determining the estimated value of all types of public procurement subjects.
· The estimated value of the subject of public procurement is expressed in dinars, excluding value-added tax;
· The estimated value of the subject of public procurement must be objective and based on market research and analysis;
· The estimated value of the subject of public procurement must be valid at the time the procedure is initiated;
· [bookmark: _Hlk103699556]The estimated value of the subject of public procurement includes the assessment of total payments the contracting authority will make, including all contract options and possible extensions;
· When the subject of public procurement is divided into lots, the total estimated value of all lots is taken into account:
In addition to these general rules, specific detailed rules apply to calculating the estimated value for each type of public procurement subject. 
These rules concern the method of calculating the estimated value for:
· framework agreements
· dynamic purchasing systems
· innovation partnership
· standard goods that are generally available on the market or goods procured periodically
· goods acquired through leasing, renting, or instalment purchase
· common services or services procured periodically
· certain services such as insurance, banking and other financial services, and design services
· services for which a total price will not be determined
· works, as well as goods and services necessary for the execution of works, including those that the contracting authority may provide to the contractor
· contracts concluded for an indefinite period or where the contract duration cannot be determined.
The contracting authority must comply with all these rules, including when conducting a public procurement procedure for IT services and goods.
The estimated value of the public procurement of IT services and goods is determined based on an assessment of the actual market price of the services and goods the contracting authority intends to procure, in accordance with the provisions of the PPL.  When determining the estimated value of the public procurement of IT services and goods, the contracting authority undertakes the following steps:
1. Market price research:
· Collecting offers, catalogues, and prices from suppliers' websites;
· Contacting potential tenderers to obtain estimates or informational offers;


· Reviewing previous procurements of similar IT services, if available.
2. Considering the specifics of the IT service:
· The scope and complexity of the project (for example, developing new software is more expensive than providing technical support);
· The duration of the service (such as monthly or annual support, or a project lasting several months);
· Required expertise and resources (for example, whether certified engineers, cloud solutions, or specialised software are needed).
3. Using previous contracts or other public procurements:
· The contracting authority may use prices from its own or other similar public procurements as a starting point for determining the estimated value of the specific public procurement.
4. Consultations with experts:
· If necessary, the contracting authority may engage an IT consultant to determine the estimated value of the public procurement of IT services and goods.

5. [bookmark: _Toc215694064]CHOICE OF TYPE OF PUBLIC PROCUREMENT PROCEDURE

The PPL sets out the conditions that must be met for the contracting authority to use any of the public procurement procedures for awarding a public procurement contract.
The public contracting authority usually awards contracts through an open or restricted procedure.  It may also award contracts through other public procurement procedures if the conditions prescribed by the PPL are met, except for the negotiated procedure with the publication of a public call, which is reserved for sectoral contracting authorities.
The sectoral contracting authority usually awards contracts through an open procedure, restricted procedure, negotiated procedure with publication, or competitive dialogue.  Additionally, the sectoral contracting authority has complete freedom in choosing the type of procedure it will apply.  The sectoral contracting authority may also award contracts through other public procurement procedures if the conditions prescribed by the PPL are met, except for the competitive procedure with negotiation, which is reserved for public contracting authorities.
The choice of public procurement procedure for IT services and goods depends on several factors, such as the type of IT services and goods (e.g. software development, system maintenance, licences), the degree of urgency, and potential suppliers.
The open public procurement procedure, most commonly used by contracting authorities and allowing participation by a larger number of tenderers, is recommended for procuring these types of items.
The restricted procedure is used when the contracting authority wishes to limit the number of tenderers invited to submit bids in the second phase, and is most often applied when a large number of applications are expected and need to be reviewed.  This is a two-stage procedure: in the first phase, qualified candidates are selected; in the second phase, these candidates are invited to submit bids.
To procure certain IT services and goods, contracting authorities use the negotiated procedure without publishing a public call, in accordance with Article 61, paragraph 1, item 1, sub-items (2) and (3) of the PPL. These provisions state that the contracting authority may conduct a negotiated procedure without publishing a public call if only a specific economic entity can supply the goods, provide the services, or perform the works due to the absence of competition for technical reasons or for the protection of exclusive rights, including intellectual property rights.
The competitive procedure with negotiation and competitive dialogue is recommended for complex IT systems where the contracting authority does not have a precisely defined solution.  These procedures allow the solution to be developed collaboratively with tenderers during the dialogue or negotiations. Namely, Article 55, paragraph 1 of the PPL sets out that contracting authority may conduct competitive procedure with negotiations for the procurement of supplies, services or works, in the following cases: 
1) the needs of contracting authority cannot be met without adaptation of the readily available solutions; 
2) contract involves design or innovative solutions; 
3) contract may not be awarded without prior negotiations because of specific circumstances related to the nature, complexity, legal or financial structure of the subject-matter of public procurement, or because of the risks related thereto; 
4) contracting authority cannot determine with sufficient precision the technical specifications of the subject-matter of public procurement in terms of Article 98, paragraphs 2 to 5 of this Law, or 
5) in the previously conducted open or restricted procedure, only unacceptable tenders are received. 
According to Article 57, paragraph 1 of the PPL, contracting authority may use competitive dialogue under the conditions referred to under Article 55, paragraph 1 of the PPL. 
Considering the above, it is recommended that for the development of web application services, where the estimated value of the public procurement is high and the solution is complex, a competitive dialogue or competitive procedure with negotiation should be applied. For the procurement of standard licences, maintenance services, or services that can be predefined, an open procedure is recommended.
For the procurement of IT services and goods, it is important to highlight the possibility of implementing innovation partnership as a type of public procurement procedure. This procedure is specifically designed for situations where the required solution does not yet exist on the market, or when an innovative service, product, or work must be developed. This is particularly applicable to the procurement of IT services where new technologies or functionalities that are currently unavailable need to be developed.
This type of procedure is used when the contracting authority requires an innovative solution that cannot be obtained through standard procurement, when no existing market option meets the requirements for functions, capacity, or methodology, and when it is desirable for research, development, and implementation to take place in stages in collaboration with the supplier.
The advantages of innovation partnership are:
· The solution can be developed in collaboration with the market;
· It encourages innovation and supports local IT companies in developing advanced solutions;
· It reduces the risk of the contracting authority procuring a "non-existent" product.

6. [bookmark: _Toc215694065]PROCUREMENT OF READY-MADE SOFTWARE SOLUTIONS

[bookmark: _Toc215694066]6.1 General section on the procurement of ready-made software solutions

Ready-made software solutions are products that have already been developed, are available on the market, and are intended for a wide range of users. They are typically designed to meet common business or technical needs without requiring significant customisation. Such software is immediately available for purchase and use, and is often referred to as off-the-shelf software or pre-packaged solutions. This type of software is continuously improved through updates from the manufacturer. Licensing may be per user, per device, or via subscription (e.g.,   the SaaS – Software as a Service – model). Although they provide stability and support, ready-made software solutions may have limitations in flexibility and the ability to be customised for specific needs. They are most commonly used by small and medium-sized enterprises, but are also used by larger organisations for standardised functions. Their key advantage is the speed of implementation and proven quality. 
The IT services market is highly dynamic and competitive, with many micro, small, and medium-sized enterprises as potential providers. Therefore, it is essential for clients to define technical and administrative requirements clearly and proportionately to ensure transparency, fair competition, and equal access to the market for all relevant participants.
Public procurement of this type of software involves selecting the best available solution that meets the contracting authority's needs without additional development. In Serbia, the following categories of software solutions are most commonly procured through public procurement, depending on the type and function of the institution:
1. Operating systems and office suites;
2. Antivirus and security software;
3. Accounting and finance software;
4. E-business and documentation software;
5. Educational and specialised software;
6. Development and administration software;
7. Cloud and SaaS (Software as a Service) services.
When procuring this type of software, it is necessary to identify the specific business processes that need improvement or automation and to determine the minimum functional and technical requirements. 

[bookmark: _Toc215694067]6.2 General information about technical specifications

The technical specification in public procurement of ready-made software solutions must include both functional and technical requirements.
· Functional requirements describe what the system does from the user's perspective, specifying the functionalities the solution must provide. The emphasis is on a clearly defined set of functionalities that must be fulfilled, rather than on the technical implementation (e.g., creating text documents, creating and processing tables, presentations, managing email).
· Technical requirements concern parameters that ensure the solution's correctness and usability from a technical standpoint, such as the type and number of licences, integration with existing systems, compatibility with the operating system, compliance with security standards, performance (e.g., the minimum number of users who can work simultaneously), and requirements regarding the legality and legal compliance of the software.

If the software processes personal data, it must comply with the Law on Personal Data Protection (“Official Gazette of the RS”, No. 87/2018) and the standard SRPS ISO/IEC 27001:2022/Amd 1:2024 - Information technology - Security techniques - Information security management systems - Requirements).
The contracting authority is required to procure only new, unused, and non-refurbished licences. Licences must be original, issued by the manufacturer or an authorised software distributor, with valid usage rights in accordance with the licensing terms.
The procurement documentation should require tenderers to specify the manufacturer and authorised software distributor in their offer, including contact information for verification, as well as provide proof of software legality. The contracting authority can verify the distributor’s authorisation in several ways, such as checking the manufacturer’s website for a list of authorised partners or directly contacting the manufacturer or regional representative via the website’s contact form.  It is recommended that the contracting authority request written confirmation from the manufacturer or a partnership certificate issued by the manufacturer, such as a Manufacturer Authorisation Form (MAF) or a similar document, depending on the software manufacturer. The confirmation must be addressed to the contracting authority, indicate the public procurement number, and be signed and stamped by an authorised person. Additionally, the procurement documentation may specify in the delivery terms a requirement to provide proof of software legality, reserving the contracting authority’s right to request such proof from the tenderer at any time, before or after delivery of the goods, which the tenderer is obliged to provide.
Contracting authorities are obliged to procure only legal software. Procuring legal software provides:
Legal certainty: the use of illegal software constitutes a violation of intellectual property rights and can result in criminal or civil liability, as well as the payment of substantial fines.
Information security: illegal software often poses a risk to information security, as it may contain malware or security vulnerabilities, and there is no guarantee of regular updates.
Reliability and support: only licensed software provides access to technical support, patches, and updates from the manufacturer, which are essential for stable and secure operation.
Reputation of the institution: the use of illegal software undermines the reputation and credibility of the public sector, and in the context of international projects and cooperation, it can also lead to a loss of trust from partners or financiers.
The procurement of illegal software is prohibited and contravenes the PPL, as well as regulations on the protection of intellectual property.   
Therefore, in the documentation for the procurement of ready-made software solutions, the contracting authority may:

· clearly define functional and technical requirements,   
· require that licences are new, unused, and non-refurbished,   
· require compliance with the law on the protection of personal data and security standards, 
· require proof of the legality of the software.

However, in the procurement documentation, it is not permitted to:

· specify a particular product name without adding “or equivalent”,
· prescribe the method of technical implementation (the focus should be on “what”, not “how”),
· require exclusively one manufacturer or distributor, except in legally justified cases,
· procure or use illegal or unverified software.


[bookmark: _Toc215694068]6.3 General information about criteria for the qualitative selection of the economic entity

The contracting authority must ensure that a contract is concluded with a tenderer capable of executing the public procurement contract.
Therefore, the contracting authority will verify the tenderers’ ability to meet the criteria for the qualitative selection of the economic entity, including their financial and economic capacity, as well as their experience, skills, and technical and professional capacity, where justified. Criteria such as experience, skills, and technical and professional capacity in the procurement of ready-made software solutions are justified if, for example, implementation and data migration are procured alongside licences, or if integration, configuration, or user training is required.
The contracting authority will exclude tenderers from the public procurement process who do not meet these conditions and will reject their offers.
The PPL outlines the actions of the contracting authority in this area, as it (1) specifies the criteria for qualitative selection that the contracting authority must apply and those it may choose, (2) sets out the evidence the contracting authority may require from the economic entity to determine whether the requested criteria are met, and (3) prescribes rules regarding review and expert evaluation.
In accordance with the principle of transparency, the contracting authority must specify in the procurement documentation which criteria will be applied and what relevant information must be provided. Once established, the criteria must not be changed or deleted under any circumstances during the review and evaluation process. At that stage, the criteria must be applied as set.
In public procurement of IT services and goods, alongside other criteria for the qualitative selection of the economic entity, the contracting authority most often sets criteria related to technical means and measures for ensuring quality. Namely, Article 117, paragraph 1 of stipulates that with regard to technical and professional capacities, contracting authority may set requirements ensuring that economic operators possess the necessary human and technical resources and experience necessary to perform the public procurement contract to an appropriate quality level, and may require, in particular, that economic operator has sufficient experience in terms of contracts performed in the past. 

[bookmark: _Toc215694069]6.4 General information on the criteria for contract award
In the public procurement of an off-the-shelf software solution, the contract award criterion should enable the selection of the most advantageous offer, considering not only the price but also the quality and other relevant aspects of the solution. The most commonly used criterion is the best price-quality ratio, in accordance with the PPL.  The focus is on functionality, security, and price.



[bookmark: _Toc215694070]6.5 Example of public procurement of off-the-shelf software solutions –
[bookmark: _Toc215694071]“Procurement of licenses for a cloud-based office software suite with functions for word processing, spreadsheets, presentations, and email under a subscription model”

Public procurement of this type of software involves selecting the best available solution that meets the contracting authority's needs without additional development. 
When procuring this type of software, it is necessary to identify the specific business processes that need improvement or automation and to determine the minimum functional and technical requirements. 
These guidelines present an example of procuring a off-the-shelf software solution. The example includes the data needed to prepare procurement documentation, which can assist contracting authorities in preparing the public procurement procedure for a precisely defined subject of procurement. 
Description of the subject of procurement

The subject of procurement is the acquisition and delivery of user licences for commercially available, integrated office software solutions, on a subscription basis, enabling work with documents, spreadsheets, presentations, email, and collaborative tools in the cloud.
The goal of the procurement is to provide access to a modern office suite for 500 users over a period of 36 months.
 Technical specification

The proposed software solution must be an integrated cloud-based office suite that enables users to carry out daily business activities simply, securely, and efficiently.  The software must include at least the following functionalities: 
1.  Text processing (creating, editing, and formatting text documents, with support for tracking changes and commenting, document templates, spell and grammar checking, export to various formats such as .pdf and .docx, and real-time collaboration with other users).
2. Spreadsheet functionality that allows data entry and processing, advanced functions and formulas, creation of charts and reports, sorting and filtering of data, and real-time collaboration by multiple users on the same document.
3. Presentation creation with support for slides containing text, images, charts, and video content, application of animations and transitions, full-screen (slideshow) display, and collaboration and commenting by multiple users.
4. Email and calendar functionality that allows sending and receiving emails, organising meetings and reminders, sharing calendars with other users, and synchronising emails and calendars across different devices (computer, mobile device, web browser).
5. Cloud storage and sharing of documents (at least 1 TB per user, with access control, protection against accidental deletion, and restoration of previous document versions). Storage must be allocated individually per user, not collectively for the entire organisation, and the provider must clearly state the capacity per user in the offer.  The provider must supply proof in the form of technical documentation, interface screenshots, or a description of the solution.
6. Support for collaboration among multiple users simultaneously (co-authoring) – The system must allow multiple users to access and edit the same document at the same time, with visible real-time changes, including displaying who is active in the document.  The system must also provide the ability to leave comments and automatically save changes.
7. Access through multiple platforms and devices – The software must be available via a web browser without installation, through dedicated applications for Windows, and through mobile applications for Android and iOS, with full synchronisation of user data across all devices. The web version must be compatible with the latest and previous official versions of the following web browsers:  Google Chrome, Microsoft Edge, Mozilla Firefox, and Apple Safari. Desktop applications must be fully compatible with the Windows 11 Pro (x64) operating system and support regular updates.
The proposed software solution may include additional cloud functionalities beyond the minimum requirements. All functionalities must be clearly described in the offer and substantiated with official technical documentation or other valid sources. Additional functionalities will be evaluated according to the contract award criteria, and supporting evidence must be submitted with the offer.
The solution must enable active access from at least two devices per user, allowing use on both a computer and a mobile device. It must comply with personal data protection laws, which require the implementation of appropriate technical and organisational measures for data protection.
Furthermore, the solution must provide mechanisms for two-factor user authentication, role-based access control, data encryption both in transit and at rest, and logging of user activities through a logging system, to facilitate monitoring and auditing of system access and usage.
The licensing model must include user subscriptions (User  Subscription License) that permit individual software activation per user. All licences offered must be new, unused, and non-refurbished; they must not have been previously activated, renewed, or transferred from another user. The offered licences must be valid for at least 36 months from the date of activation, with no limitations in functionality during the subscription period. Licences must be delivered electronically, by providing activation keys, links for accessing licences through the official manufacturer’s portal, or other official mechanisms that ensure legal activation and use of the software. All licences must be delivered within a period not exceeding ten (10) working days from the date of contract conclusion. 
Proof of technical specifications to be submitted with the offer:
The tenderer must provide a description of the proposed solution with precise technical characteristics and a statement confirming that the offered licences meet all the requirements of the technical specifications.
Criteria for the qualitative selection of the economic operator

Technical means and measures to ensure quality

Legal grounds: Article 117, paragraph 1 of of the PPL - With regard to technical and professional capacities, contracting authority/entity may set requirements ensuring that economic operators possess the necessary human and technical resources and experience necessary to perform the public procurement contract to an appropriate quality level, and may require, in particular, that economic operator has sufficient experience in terms of contracts performed in the past. 

Method of proof of fulfilment of the criterion: The economic entity is required to compile and submit a statement of compliance with the criteria for qualitative selection via the Portal, confirming that it meets this criterion along with the application or offer. The contracting authority must request proof of compliance with the criteria for qualitative selection from the tenderer who submitted the most economically advantageous offer before making a decision in the public procurement procedure. 

This criterion is proven by: 
1. A letter of authorisation (e.g.,  Manufacturer Authorisation Form - MAF, Letter of Authorisation, or similar) issued by the manufacturer or official distributor, or a valid certificate of partner status within the manufacturer's official programme (e.g., Certified Partner, Authorised Reseller, Cloud Solution Provider, etc.), or an official link to the public partner registry on the manufacturer's website, where it is evident that the tenderer is authorised to sell the offered licences by the software manufacturer in the territory of the Republic of Serbia.
The proof must be issued in favour of the contracting authority or must unequivocally enable the tenderer to sell licences in the market of the Republic of Serbia.
2. A photocopy of the partnership certificate, issued by the manufacturer of the software in question or the manufacturer's representative/local office, for the territory of the Republic of Serbia. 
Requirements: 
1. The business entity submitting the offer must be authorised by the software manufacturer to sell the offered licences in the territory of the Republic of Serbia.
2. The business entity must have valid partner status, or be an authorised distributor or licence seller with the software manufacturer for the territory of the Republic of Serbia. 

[bookmark: _Hlk202863307][bookmark: _Hlk202821666] Quality of management standards

Legal grounds:
Article 126 of the PPL - Where for the purpose of proving criteria for qualitative selection the contracting authority/entity requires the submission of certificates drawn up by independent bodies attesting that the economic operator complies with certain quality assurance standards, including on accessibility for disabled persons, it shall refer to quality assurance systems based on the relevant standards certified by accredited bodies.

Method of proof of fulfilment of the criterion: The economic entity is required to compile and submit a statement of compliance with the criteria for qualitative selection via the Portal, confirming that it meets this criterion along with the application or offer. The contracting authority must request proof of compliance with the criteria for qualitative selection from the tenderer who submitted the most economically advantageous offer before making a decision in the public procurement procedure. 

This criterion is demonstrated by submitting copies of valid certificates, specifically:
· SRPS ISO/IEC 27001:2022/Amd 1:2024 – “Information technology - Security techniques - Information security management systems - Requirements”; and 
· SRPS ISO/IEC 27018:2019 - “Information technology - Security techniques - Code of practice for protection of personally identifiable information (PII) in public clouds acting as PII processors

Requirements: The system must be hosted in accordance with recognised international information security standards, secifically: 
- SRPS ISO/IEC 27001:2022/Amd 1:2024 – “Information technology - Security techniques - Information security management systems - Requirements”; and 
SRPS ISO/IEC 27018:2019 - “Information technology - Security techniques - Code of practice for protection of personally identifiable information (PII) in public clouds acting as PII Processors, which provide a high level of reliability for the storage and processing of data in the cloud.
Criteria for awarding the contract 

The contracting authority awards the contract to the most economically advantageous offer based on the price-quality ratio:


	No.
	Criterion
	Share in total 100 weights

	1
	Subscription price for 36 months per user (excluding VAT) 
	70 weights

	2
	Cloud storage per user exceeding the minimum (1 TB) 
	10 weights

	3
	Additional cloud functionalities beyond the minimum 
	10 weights

	4
	Delivery time for licences from the date of contract conclusion
	10 weights



When calculating the weights, the contracting authority only takes into account those tenders that were not rejected as unacceptable.


Acceptable offers will be ranked according to the number of weights assigned to each offer. 
The total number of weights is the sum of the weights for each criterion.   
𝐵𝑢 	- total number of weights
            	𝐵𝑢 = 𝐵𝑐 + ∑ 𝐵𝑘	𝐵𝑐 	- achieved number of weights for 
price criterion
      𝑘      	𝑘 	- quality criterion
𝐵𝑘 	- weights achieved for the offered quaility

Scoring method for the price criterion
       Price – maximum 70 weights
The maximum number of weights is awarded to the best offered value; that is, the offer with the lowest price is awarded 70 weights.   
Other offers are evaluated in relation to the lowest offered price, using the following formula: 
𝐵c 	- achieved number of weights fot the price criterion
            𝐵c = 𝑚𝑖𝑛𝐶 × 𝑃	           𝑚𝑖𝑛𝐶 	- lowest offered price 
	            𝐶 			𝐶 	- offered price
            		𝑃	- value of price weights (70)                            
			
       Quality criterion - maximum 30 weights
The overall functional and technical value of the offered solution is evaluated according to the following criteria:
	Cloud storage per user
	Number of weights

	1 TB (minimum)
	0 weights

	>1 TB up to <= 1,25 TB
	2 weights

	>1.25 TB up to <= 1,5 TB
	4 weights

	>1.5 TB up to <= 1,75 TB
	6 weights

	>1.75 TB up to <= 2 TB
	8 weights

	>2 TB 
	10 weights


The mandatory minimum is 1 TB of cloud storage per user. The maximum score of 10 weight is awarded for storage of 2 TB or more. 
The tenderer must provide official technical documentation or a description of the functionalities of the offered software suite, clearly indicating the amount of cloud storage provided per user. 
	Number of offered additional cloud functionalities
	Number of weights

	0
	0 weights

	1
	3 weights

	2–3
	6 weights

	4 or more
	10 weights



Recognisable functionalities include, but are not limited to:
· AI assistant, intelligent assistance 
· Speech-to-text, dictation 
· Cloud whiteboard 
· E-signature
· Advanced content search in documents
· Integration with cloud services (e.g.  Zoom, Trello, Slack)
The maximum number of weights (10) is awarded for offers that include four or more additional cloud functionalities. 
The tenderer is required to provide an official overview or description of the software solution's functionalities, clearly listing the cloud functionalities included in the offered licence.  Documents, screenshots, or links to official sources that unequivocally confirm the existence of each functionality reported by the tenderer are accepted as proof.

	License delivery time (working days)
	Number of weights

	10 working days
	0 weights

	8 or 9 working days
	2 weights

	5– 7 working days
	6 weights

	4 or fewer working days
	10 weights



The tenderer must deliver the licences in electronic form within no more than 10 working days from the date of contract conclusion.  The maximum score of 10 weights is awarded to offers with a delivery time of 4 or fewer working days.


Contractual rights and obligations

[bookmark: _Hlk202815458]The contract model must include, among other things, the following:

· The method of payment of the agreed price;
· The conditions and method of delivery of the procurement item, and the consequences of missing defined deadlines;
· The obligation to provide financial security for the fulfilment of contractual obligations;
· The obligation to keep confidential all data that the tenderer acquires during the execution of the contract, which relates to the business of the contracting authority or is connected with the contracting authority.
· Whether the prices are fixed or not;
· The obligation for the tenderer to ensure adequate integration of licences and accompanying services into the existing environment, with an emphasis on optimising the platform within which the data is stored (Data Platform) and optimal integration of applications;
· Regulation of intellectual property rights (e.g., that the intellectual property rights for the software remain the exclusive property of the Software Manufacturer and the contracting authority cannot freely dispose of them without the consent of the rights holder);
· Upon handover of the procurement item, mandatory testing of the licences to determine whether they meet all the requirements of the technical specification.  If any irregularities arise during testing, the tenderer is obliged to rectify them within the timeframe specified by the contracting authority;
· The possibility of verifying the legality of the licence;
· The validity of the contract;
· The conditions for terminating the contract, etc.

[bookmark: _Toc215694072]7.PROCUREMENT OF CUSTOM WEB APPLICATIONS IN ACCORDANCE WITH THE CONTRACTING AUTHORITY'S NEEDS
[bookmark: _Toc215694073]7.1 General information on the procurement of custom web applications in accordance with the contracting authority's needs
If, after analysing the market and internal capacities, the contracting authority determines that existing off-the-shelf software solutions cannot satisfactorily meet specific requirements, or that their adaptation would incur disproportionately high costs, a public procurement process for the development of a custom web application in accordance with the contracting authority's needs may be initiated.  In this case, the contracting authority must conduct a detailed analysis of the needs of end users and the IT department, define the business processes managed through the application, and prepare a comprehensive document encompassing all functional and non-functional requirements of the solution.
The development of the application should be user-centred, applying the principles of people-centred design, which involves including end users in various phases of development, from needs analysis and prototype creation to functionality validation.  The tenderer is required to organise and conduct testing of the solution with selected focus groups of users throughout the development process. This ensures that the functionalities, design, and workflows of the application are verified and confirmed by the users themselves before final implementation.  The development process should ensure the solution aligns with actual workflows, meets users' capacities, and is intuitive to use.
The application must be developed using modern technologies that ensure stable and scalable operation, a high level of reliability and security, and easy access through modern internet browsers.  The user interface must be adapted for use on various types of devices, including desktop computers, laptops, tablets, and mobile phones.
The software solution must comply with applicable regulations on personal data protection, particularly the Law on Personal Data Protection (“Official Gazette of RS”, No. 87/2018), as well as relevant information security standards, including SRPS ISO/IEC 27001:2022/Amd 1:2024. The tenderer is required to implement technical and organisational measures for data protection, such as encrypted data transmission, secure authentication, access control, user activity monitoring, and mechanisms to protect against common security risks, including XSS (Cross-Site Scripting), CSRF (Cross-Site Request Forgery), and SQL injection attacks.
The architecture of the solution must be open and flexible, allowing integration with other systems of the contracting authority through standardised and well-documented application programming interfaces (APIs), using open data formats such as JSON (JavaScript Object Notation), XML (Extensible Markup Language), and CSV (Comma-Separated Values).  It is desirable for the solution to support data exchange with existing registries, databases, and public administration services, provided this is in accordance with the subject of procurement.
Upon completion of development, the tenderer must deliver the complete source code of the software to the contracting authority, together with the technical and user documentation. The contracting authority acquires all proprietary and copyright rights to the software, including the rights to use, modify, further develop, integrate with other systems, and transfer these rights to third parties without restriction. The tenderer is required to install and launch the solution in a test environment provided by the contracting authority, in accordance with predefined test scenarios. Testing is carried out with the active participation of both parties, and the results are documented in an acceptance test report. Only after successful testing and the signing of the report by both the contracting authority and the tenderer may the tenderer proceed with installation of the solution in the production or operational environment. This ensures that the delivered solution fully meets the functional and technical requirements of the contracting authority and minimises the risk of critical errors in the production environment.
The tenderer is required to provide training for end users, as well as all necessary materials for independent use of the application, in electronic or printed form, as agreed with the contracting authority. Training is an integral part of the procurement and must be completed before the handover of the solution.
The tenderer must also provide technical support and maintenance of the developed solution for a minimum of six months from the date of official handover. Support includes resolving operational issues, implementing enhancements due to regulatory changes or contracting authority requirements, and providing advisory technical support regarding the use of the application. This period may be extended by a separate agreement or annex, subject to the contracting authority's assessment and available budget.
The contracting authority may, according to its needs and resources, include additional elements in the preparation of the tender documentation, such as integration conditions with existing information systems, requirements for the hosting platform (on-premise or cloud), and specific requirements regarding the technical competencies of the development team.  In all phases of the process, the contracting authority should ensure the protection of competition, technological neutrality, and equal access for all tenderers, in accordance with the principles of the PPL.

[bookmark: _Toc215694074]7.2 General information about technical specifications

The technical specification in the public procurement process for developing a custom web application tailored to the contracting authority's needs must be formulated and defined clearly, unambiguously, and without discrimination, in accordance with the nature of the procurement subject and with the aim of ensuring a quality, secure, and sustainable solution. The technical specification document should include all essential elements that enable tenderers to prepare offers and meet the contracting authority's expectations.
Functional requirements form the basis of the specification and must be described precisely, clearly stating what is expected of the application, which business processes it supports, and which functionalities it must include.  The description should focus on actual needs and outcomes, without prescribing specific technologies unless justified by the nature of the existing IT environment.
Non-functional requirements must also be defined, covering system performance, availability, scalability, user interface responsiveness, and support for operation on various devices and internet browsers.   
[bookmark: _Hlk202863776]Requirements regarding information security and personal data protection must be clearly stated, including the obligation to comply with personal data protection laws and relevant standards. This section should specify measures such as encryption, two-factor authentication, access control, logging, and protection against common security risks.
The specification must describe the expected technical architecture of the solution, emphasising the use of open standards, support for integration with the contracting authority's existing information systems through standardised API interfaces, and data exchange formats (e.g., JSON, XML, CSV).
It is necessary to specify that the tenderer is obliged to deliver the complete source code of the developed solution, together with technical and user documentation. The contracting authority must retain all property rights to the software, including the rights to modify, further use, integrate, and transfer it to third parties.
The specification should also require the training of end users and administrators, as well as the delivery of accompanying instructions and manuals in electronic or printed form, to an extent that ensures independent use of the application after delivery.
It is advisable to specify the expected course of project implementation, including development phases and the schedule for testing and handover.
The technical specification should include the basic elements related to support and maintenance after delivery of the solution, including a minimum warranty period during which the tenderer rectifies any errors at no additional charge and ensures the continuity of the application's operation. In addition, it is necessary to define a Service Level Agreement (SLA) that requires the tenderer to provide an appropriate level of service during the maintenance period. The SLA should specify parameters such as the maximum allowable response and error rectification times depending on their criticality, system availability, the method and timing of customer support provision, and escalation measures in cases of inappropriate conduct.  This ensures predictability of service quality and reduces the risk of application downtime.

[bookmark: _Toc215694075]7.3 General information about criteria for the qualitative selection of the economic entity

When determining the criteria for the qualitative selection of the economic entity in the public procurement procedure for the development of custom web applications in accordance with the needs of the contracting authority, the contracting authority must ensure that the criteria are predetermined, transparent, non-discriminatory, and proportionate to the subject of procurement. It is desirable for the qualification criteria to include the technical and professional capacities of the tenderers, such as experience in developing similar software solutions, possession of relevant certificates, and engagement of a professional team with proven knowledge and experience in developing applications of similar purpose. All criteria must be clearly defined in the tender documentation and verifiable with the bid, in accordance with the provisions of the PP.  The contracting authority must not set conditions that could lead to unjustified restrictions on competition or favouritism towards certain participants.
The contracting authority may, in accordance with the subject of procurement, establish criteria related to the technical and professional capacity of the economic entity, such as experience in developing and implementing custom software solutions. As proof, the tenderer may be required to provide a certain number of references for successfully completed projects of similar purpose in the last three years, where similarity refers to the scope, technological framework, and purpose of the solution. The tenderer may also be required to have a professional team that includes at least two individuals with relevant experience and qualifications in web application development, with experience and qualifications demonstrated by the resumes and statements of the engaged individuals.
[bookmark: _Toc215694076]7.4 General information on the criteria for contract award
The criterion for awarding contracts for this type of procurement is the best price-quality ratio. In addition to the offered price, the qualitative elements that may be evaluated include the technical characteristics and architecture of the proposed solution, compliance with the contracting authority’s requirements, the proposed development methodology, and the expertise and experience of the team involved in project implementation. Each criterion element will be clearly defined and evaluated based on pre-established parameters in the tender documentation. This approach enables the selection of an offer that is not only financially acceptable but also best meets the needs and expectations of the contracting authority in terms of quality.
[bookmark: _Toc215694077] 7.5 Example of public procurement for a custom web application in accordance with the contracting authority's requirements   
[bookmark: _Toc215694078]“Development and implementation of a web application for civic proposals and voting on budget projects, hosted in the contracting authority's local environment” 
Description of the subject of procurement
The subject of the public procurement is the development and implementation of a web application that will enable citizens to propose projects for funding from the local self-government unit's budget in a transparent and structured manner, to comment on and evaluate other users' proposals, and to participate in a multi-round voting system. The application must also include an advanced administrative panel for data analysis and a content management system. The application is to be hosted in the contracting authority's data centre and must be available 24 hours a day, seven days a week, with a guaranteed availability of at least 99% per month.
Technical specification

The application must support registration and login for different user categories:  citizens, administrators, and moderators.   
The “citizen” category is the basic user profile for all residents of the local self-government unit who wish to participate in the budget proposal process. After electronic verification, citizens access a personalised dashboard where they can submit proposals, edit them later, review others' proposals, leave comments, rate on a scale of one to five stars, and vote in each designated phase. The system ensures that each citizen can vote only once per round.
The “administrator” category is assigned to authorised employees of the administrative body. Administrators have access to all system configuration pages, including creating new requests, setting deadlines, defining categories and budget limits, managing user roles, monitoring analytical dashboards, exporting open data, and reviewing security logs.  At least two administrators must be present for business continuity, and access to administrative functions is secured by strict RBAC (Role-Based Access Control) principles and two-factor authentication.
The “moderator” category refers to individuals responsible for content control. The moderator reviews new proposals, checks whether they comply with formal requirements, and can request additional information, temporarily reject, or approve publication. The moderator manages reported comments, decides on the removal of inappropriate content, and keeps a record of disputed cases to ensure transparency in the process. The moderator does not have access to configuration settings but is permitted to view activity statistics related to reviewed or sanctioned content.
Authentication must be enabled via username and password, with optional support for two-factor authentication (2FA) and integration with external providers (Open Authorization 2.0).
The proposal submission system must include a form with automatic input validation, containing fields for the proposal title, description, category, geographical location, estimated value, and the option to add attachments in various formats. Citizens must be able to save the proposal as a draft before publication. Each proposal is subject to review by a moderator.
The application must support a public commenting and rating system for proposals. Comments must be visible to all users and can be rated or reported as inappropriate, with moderation by responsible parties. In addition to comments, citizens must be able to rate each proposal on a scale of one to five stars.
Voting must be organised in at least two phases: in the first phase, preferential voting is applied, allowing users to allocate a certain number of weights to multiple proposals; in the second phase, a final vote is conducted for a shortlist of the best proposals, where each user can vote for one proposal. The system must ensure the uniqueness of voting per user, with the possibility of validation based on identifiers (e.g., personal identification number or IP address), while ensuring the protection of personal data.
The application must include an analytical panel for administration, allowing authorised users to view the total number of proposals, votes, comments, the structure of participants by demographic criteria, and trends displayed through visualisations.  All data must also be available in formats suitable for export (PDF, Excel, CSV).
Additionally, the application must include a content management module (CMS – Content Management System) that enables administrators to create and edit pages such as news, guides, process explanations, and other static information.  The CMS must support a visual editor, scheduled publishing, content versioning, navigation management, categorisation of proposal statuses, and multilingual support.
The application must provide a documented open API for public access to redacted data, including a list of published proposals, the number of votes, and aggregated statistics. The API must be available in JSON format, with published Swagger/OpenAPI documentation, and under an open data licence.
The application must be developed with an architecture that clearly separates the contracting authority and server components (frontend and backend). The contracting authority side should be built using a modern SPA (Single Page Application) framework, such as  React, Vue, or Angular, and the server side should use a recognised framework such as .NET Core, Node.js, Java Spring, or a technical equivalent. All components must be containerised (Docker), with automated exchange and updates enabled through CI/CD (Continuous Integration/Continuous Deployment) processes. 
The user interface must be available in Serbian, in both Cyrillic and Latin scripts, with the option to expand to other languages via a configurable mechanism. The application must comply with WCAG 2.1 (Web Content Accessibility Guidelines 2.1) accessibility standards, including support for screen readers, keyboard navigation, high-contrast mode, alternative text for images, and other measures to ensure access for persons with disabilities. The interface must be designed according to principles of simplicity and intuitiveness, so that basic actions (such as submitting proposals, voting, and commenting) can be completed in no more than three steps. Every user interaction must be accompanied by clear visual feedback.
The system must support at least 10,000 concurrent sessions without performance degradation. The maximum response time for 95% of requests must not exceed 1.5 seconds. The application must be available at least 99% of the time each month.
All data transfers must be secured using TLS 1.2 (Transport Layer Security) or a newer version, with insecure cryptographic algorithms prohibited. The system must support JWT (JSON Web Token) tokens, role-based access, data encryption at rest and in transit, protection against common web vulnerabilities (XSS, CSRF, SQLi), and regular security scans and penetration tests.
The system must maintain an audit log of all actions performed by administrators and moderators, including configuration changes, moderation decisions, and data creation and deletion. Audit logs must include the date, time, user ID, and a description of the action, and must be stored for at least 24 months within the application or in connected storage, with the option for export and audit or review.
The application must comply with the Law on Personal Data Protection (LPDP) and the General Data Protection Regulation (GDPR), where applicable. Data processing and storage must adhere to the principles of minimalism, purpose limitation, accuracy, and limited retention periods. Mechanisms must be in place for redaction, logging of data access, and precise control of personal data processing by authorised users.
The tenderer must provide a testing plan and results, including a detailed list of test scenarios (test cases) covering functional, performance, and security testing. After internal testing, the tenderer must organise user interface testing with at least five end users per category (citizens, moderators, administrators). Testing results must be documented and submitted to the contracting authority, together with reasoned proposals for changes to improve accessibility and usability.
 The contracting authority accepts the entire solution through a formal user acceptance testing (UAT) procedure, during which stress testing is conducted with at least 10,000 sessions in real time. Acceptance of the solution is valid if no critical or high errors are present, and the number of medium errors is fewer than five and can be resolved within 30 days.
[bookmark: _Hlk202863634]The tenderer is required to deliver complete technical and architectural documentation, a manual for administrators and users in electronic form, as well as video tutorials and introductory training for administrators and moderators lasting at least two days. The training must be conducted live or online, with knowledge verification and application in a test environment. Additionally, the tenderer must prepare a manual and short video tutorials for end users (citizens), explaining basic functionalities such as registration, proposal submission, and participation in voting.
The application must include a simple mechanism for submitting user feedback (a form for reporting technical issues, suggestions, and comments) available to all users to enable continuous development in line with their needs.
[bookmark: _Hlk202815623]The tenderer must provide technical support via email and phone during working hours, with a guaranteed response time for critical incidents of no more than four hours.  The minimum warranty period is six months from the date of production release, with the option to extend the maintenance contract.
The tenderer is required to unconditionally transfer all intellectual property rights over the source code to the contracting authority after successful acceptance of the solution. The transfer is effected by including a specific clause in the contract, in which the tenderer confirms that they are the sole holder of the rights and that the source code is not subject to third-party rights. The source code is delivered to the contracting authority as a private Git repository, together with the full history of comments, CI/CD scripts, environment build parameters, and complete technical documentation, including architecture diagrams and instructions for local execution.  The contracting authority retains the right to engage third parties for further maintenance and development without any obligation to pay additional fees to the original author, which the tenderer agrees to facilitate.



Criterion for the qualitative selection of the economic operator
[bookmark: _Hlk202821339]
[bookmark: _Hlk202864295]List of services provided

Legal grounds: Article 117, paragraph 1 of the PPL - With regard to technical and professional capacities, contracting authority/entity may set requirements ensuring that economic operators possess the necessary human and technical resources and experience necessary to perform the public procurement contract to an appropriate quality level, and may require, in particular, that economic operator has sufficient experience in terms of contracts performed in the past.

Method of proof of fulfilment of the criterion: The economic operator is obliged to prepare and submit a declaration of fulfilment of criteria for qualitative selection of economic operator via the Portal confirming that no grounds for exclusion exist. The contracting authority must request proof of compliance with the criteria for qualitative selection from the tenderer who submitted the most economically advantageous offer before making a decision in the public procurement procedure.

This criterion is proven by:
A list of executed contracts, including a description of functionalities, the name of the contracting authority, the period of service execution, and confirmations from the contracting authorities that the services were performed in accordance with the contract. 

Requirements:
The tenderer must have experience in developing web applications of similar scope, technological framework, or purpose.  This criterion requires the tenderer to have successfully completed at least two contracts in the three years preceding the deadline for submitting offers, related to the development and implementation of web applications for civic participation, voting, public discussions, budgeting, or other processes of public transparency. 

[bookmark: _Hlk202821866]Educational and expert qualifications

Legal grounds: Article 117, paragraph 1 of the PPL - With regard to technical and professional capacities, contracting authority/entity may set requirements ensuring that economic operators possess the necessary human and technical resources and experience necessary to perform the public procurement contract to an appropriate quality level, and may require, in particular, that economic operator has sufficient experience in terms of contracts performed in the past.

Method of proof of fulfilment of the criterion: The economic operator is obliged to prepare and submit a declaration of fulfilment of criteria for qualitative selection of economic operator via the Portal confirming that no grounds for exclusion exist. The contracting authority must request proof of compliance with the criteria for qualitative selection from the tenderer who submitted the most economically advantageous offer before making a decision in the public procurement procedure.

This criterion is proven by: 
A statement from the tenderer regarding the engagement of the team, including CVs of team members with descriptions of the projects they have worked on.

Requirements:
The tenderer must have a team engaged in the execution of the service, comprising:


- at least one (1) software solutions architect with a minimum of five years’ experience in designing multi-layer web systems;
- at least two (2) developers with experience in developing frontend and backend components (at least one with experience in a SPA framework and one in a server-side language specified in the technical specification);
- one (1) UI/UX designer with experience in a people-centred design approach;
- one (1) test engineer or QA specialist responsible for preparing test scenarios and reports.

Quality of management standards

Legal grounds:
Article 126 of the PPL - Where for the purpose of proving criteria for qualitative selection the contracting authority/entity requires the submission of certificates drawn up by independent bodies attesting that the economic operator complies with certain quality assurance standards, including on accessibility for disabled persons, it shall refer to quality assurance systems based on the relevant standards certified by accredited bodies.

Method of proof of fulfilment of the criterion: The economic entity is required to compile and submit a statement of compliance with the criteria for qualitative selection via the Portal, confirming that it meets this criterion along with the application or offer. The contracting authority must request proof of compliance with the criteria for qualitative selection from the tenderer who submitted the most economically advantageous offer before making a decision in the public procurement procedure. 

This criterion is demonstrated by submitting copies of valid certificates, specifically: SRPS ISO/IEC 27001:2022/Amd 1:2024 – “Information technology - Security techniques - Information security management systems - Requirements”. 

Requirements: The system must be hosted in accordance with recognised international information security standards, specifically: 
- SRPS ISO/IEC 27001:2022/Amd 1:2024 – “Information technology - Security techniques - Information security management systems - Requirements”. 

Criteria for awarding the contract
In the contract award procedure for custom web solution services tailored to the needs of the contracting authority, the contracting authority applies the criterion of the most economically advantageous offer based on the balance between price and quality.
	No.
	Criterion
	Share in total 100 weights

	1
	Price (with no VAT included)
	80 weights

	2
	Response time to critical errors
	10 weights

	3
	Duration of warranty period
	10 weights



When calculating the weights, the contracting authority only takes into account those tenders that were not rejected as unacceptable.
Acceptable offers will be ranked according to the number of weights assigned to each offer.
The total number of weights is the sum of the weights for each criterion. 
 𝐵𝑢 	- total number of weights
            	𝐵𝑢 = 𝐵𝑐 + ∑ 𝐵𝑘	𝐵𝑐 	- achieved number of weights for 
price criterion
      𝑘      	𝑘 	- quality criterion
𝐵𝑘 	- weights achieved for the offered quaility

Scoring method for the price criterion
       Price - maximum 80 weights
The maximum number of weights is awarded to the best offered value; that is, the offer with the lowest price is awarded 80 weights. 
Other offers are evaluated in relation to the lowest offered price, using the following formula:
𝐵c 	- achieved number of weights fot the price criterion
            𝐵c = 𝑚𝑖𝑛𝐶 × 𝑃	           𝑚𝑖𝑛𝐶 	- lowest offered price 
	            𝐶 			𝐶 	- offered price
            		𝑃	- value of price weights (80)                                  

Scoring method for the quality criterion 
       Quality criterion - maximum 20 weights
The overall functional and technical value of the offered solution is evaluated according to the following criteria:
	Response time to critical errors
	Number of weights

	4 hours
	0 weights

	2-3 hours
	5 weights

	30 minutes – 1 hours 
	10 weights



	Duration of warranty period
	Number of weights

	<6 months
	0 weights

	> 6 moths to <=12 months
	5 weights

	More than 12 months
	10 weights


Contractual rights and obligations

[bookmark: _Hlk202819777]The contract model must include, among other things, the following:
- A clear definition of the subject of procurement, including training for end users;
- The method of payment of the agreed price;
- The method of delivering the plan and test results;
- The conditions and method of delivery of the service, and the consequences of missing defined deadlines;
- The obligation to provide financial security for the fulfilment of contractual obligations;
- Regulation of property and copyright (e.g., upon completion of development, the tenderer is obliged to deliver the complete source code of the software to the contracting authority, together with technical and user documentation. The contracting authority acquires all proprietary and copyright rights to the development of the software, including the rights to use, modify, further develop, integrate with other systems, and transfer these rights to third parties without restriction);
- The obligation for the tenderer to provide technical support, with a guaranteed response time for critical incidents;
- The obligation of the tenderer to perform installation and initiation of the procurement item in the test environment provided by the contracting authority during handover, in accordance with predefined and delivered test scenarios. The acceptance of the proposed solution shall be formally recorded in the minutes only after successful testing by both contracting parties, confirming that it is ready for installation in the production environment;
- Requirements in the field of information security and personal data protection, including the obligation to comply with the Law on Personal Data Protection and relevant standards;
- The minimum warranty period;
- The contract validity period;
- The conditions for terminating the contract, etc. 

8. [bookmark: _Hlk202132739][bookmark: _Toc215694079]MAINTENANCE AND UPGRADING OF EXISTING SOFTWARE SYSTEMS

[bookmark: _Toc215694080]8.1 General information on procurement and upgrade services for existing software solutions 

Maintenance and upgrading of software solutions are essential processes for preserving the functionality, security, and long-term sustainability of information systems used in the public sector. Software, as a dynamic product, is subject to changes in legislation, technology, and business processes; therefore, continuous alignment with new requirements is necessary. Regular maintenance prevents technical failures, improves performance, and enables a prompt response in the event of security incidents.
Software upgrades involve introducing new functionalities, improving user experience, and integrating with other systems, thereby enabling continuous enhancement of the contracting authority's operations and services. Without systematic maintenance and upgrades, systems become outdated, efficiency decreases, and operational risks increase.
In public administration, stable and up-to-date software directly affects the quality of services provided to citizens and the economy. This public service is strategically significant, as it ensures data reliability, privacy protection, and continuous availability of digital services.
Therefore, it is important to contractually define all aspects of maintaining and upgrading the software solution, including schedules, working methods, types of support, and response times. Properly planned and implemented maintenance services are an investment in the stability, security, and improvement of the entire information system of the contracting authority.



[bookmark: _Toc215694081]8.2 General information about technical specifications

The technical specification for the public procurement of maintenance and upgrade services for the existing software solution must be formulated clearly, precisely, and in a technologically neutral manner to enable fair competition among tenderers and ensure quality, timely service delivery. The specification must cover all relevant aspects of the existing system, as well as the expected obligations of tenderers regarding ongoing maintenance, adaptations, and software upgrades.
The technical specifications must include a general description of the subject of procurement, clearly stating that it concerns ongoing and adaptive maintenance services, as well as the upgrade of the existing software solution already in productive use by the contracting authority. The description must also include the purpose of the solution, the basic business processes it supports, and its criticality for the institution’s functioning
Next, it is necessary to describe the existing software. This should include a brief technical description (the platform on which it is built, programming language, database, web or desktop interface, etc.), as well as information about ownership of the solution, availability of source code, existence of technical documentation, possible integrations with other systems or services, and whether it is custom software or a commercial solution.
[bookmark: _Hlk202819898]A key element of the technical specification is the description of the scope and type of services expected from the selected tenderer. This includes ongoing maintenance (bug fixing, technical support, preventive maintenance), adaptive maintenance (adjustments to changes in regulations or organisational requirements), as well as upgrades and further development of functionalities at the request of the contracting authority. It is necessary to define the priorities of interventions, as well as the expected response and problem resolution times according to their criticality.
[bookmark: _Hlk202820045]The specification should also include a description of the method of service delivery, detailing available communication channels with the tenderer (phone, email, ticket system), support working hours, the method for recording interventions, and the obligation to provide periodic reports on completed activities. It is advisable to specify the conditions under which upgrades or changes are considered accepted, as well as the testing and stabilisation period for new functionalities.
Additionally, it is important to define the conditions regarding the team engaged in the implementation of the contract, with clear requirements for qualifications, experience, and references, and a possible condition that certain team members must have experience working with the specific software that is the subject of procurement.
[bookmark: _Hlk202820210]Regarding data security and protection, the specification should include the supplier’s obligation to act in accordance with relevant regulations, such as the Law on Personal Data Protection and the internal policies of the contracting authority, ensuring measures to protect the integrity, confidentiality, and availability of data. If sensitive data are processed or if critical systems are involved, relevant security certificates may be required.
The technical specification should also address intellectual property issues – particularly when developing new functionalities – by specifying that all rights to the results of the work transfer to the contracting authority, unless otherwise agreed.
It is also desirable for the technical specification to include conditions regarding reporting, supplier participation in meetings, support during internal and external audits, and the method for documenting all changes and interventions in the system.

[bookmark: _Toc215694082]8.3 General information about criteria for the qualitative selection of the economic entity

In the public procurement process for maintenance and upgrade services of the existing software solution, the contracting authority is authorised to set criteria for the qualitative selection of the economic entity, specifically conditions relating to the supplier’s ability to implement the contract professionally, technically, and organisationally. These criteria must comply with the PPL and other applicable legal regulations governing personal data protection, information security, electronic business, and contractual relations.  Their purpose is to ensure that the contract is executed in a professional, secure, and reliable manner, without compromising the contracting authority’s data or business processes.
In this context, the contracting authority has the right to require that the tenderer is registered for the activities that are the subject of the procurement, i.e., that they possess the professional capability to provide IT services. It may be required that the tenderer has experience in successfully completed contracts of the same or similar type during the relevant previous period, which is demonstrated by submitting a list of projects and confirmation that these contracts were executed in accordance with the terms. Additionally, the contracting authority may stipulate that the tenderer must have qualified personnel engaged in the execution of the contract, requiring that these individuals have relevant education, experience in similar projects, and, if possible, valid industry certifications.
In cases where the software solution contains or processes sensitive or personal data, it may be required that the tenderer implements technical and organisational protection measures in accordance with the Law on Personal Data Protection and the Law on Information Security, as well as holds a valid information security certificate (e.g., SRPS ISO/IEC 27001:2022/Amd 1:2024). The contracting authority may also request evidence that the tenderer has established internal data protection procedures, access control, and monitoring of interventions in the production system.
In certain cases, particularly in procurements of higher value or high risk, evidence of the economic and financial stability of the tenderer may also be required, such as business reports, balance sheets, or confirmations from business banks.
All criteria must be formulated so as not to restrict competition, must be proportionate to the subject of the procurement, and must be verifiable in a clear and objective manner. No condition may be discriminatory, but each must be justified by the technical complexity and significance of the software subject to maintenance. The contracting authority is also obliged to specify precisely in the tender documentation the type and form of evidence that will be accepted as proof of compliance with these conditions, as well as the consequences if it is determined that the tenderer does not meet any of them.

[bookmark: _Toc215694083]8.4 General information on the criteria for contract award

The criteria for awarding the contract for maintenance and upgrade services of the software should combine price (total cost) and qualitative elements such as service level (SLA – Service Level Agreement), team qualifications, and working methodology. All criteria must be clearly measurable and directly related to the subject of the procurement, with transparent scoring formulas that enable objective ranking of bids.

[bookmark: _Toc215694084]8.5 Example of public procurement for maintenance and upgrade of existing software systems  
[bookmark: _Toc215694085]“Maintenance and upgrading services for the existing SAP system”

Description of the subject of procurement

The subject of the public procurement is the services of ongoing and adaptive maintenance, upgrading the functionalities of the existing SAP system, as well as tasks related to information security and data protection within the contracting authority's SAP environment.   
The SAP system includes:  
· SAP ERP instances in:  
- development (DEV)
  - testing (QAS)  
- production (PRD) environment;  
· SAP Solution Manager for monitoring, change management (ChaRM), documentation, and system lifecycle management.
The following SAP modules are active in production:  
· SAP module Financial Accounting (FI)
· SAP module Controlling (CO)
· SAP module Material Management (MM)
· SAP module Sales and Distribution (SD)  
· SAP module Human Resource (HR)
· SAP module Payroll (PY)  
· SAP module Basis Components (BC)   
· SAP solution for E-invoice recording

The goal of the procurement is:
· Ensuring continuous, secure, and optimised system functionality,
· Adapting to regulatory and organisational changes,
· Upgrading functionalities in accordance with the contracting authority's requirements,
· Strengthening measures of information security and personal data protection

Technical specification

The services include ongoing maintenance, which covers troubleshooting the existing system, providing regular technical and functional support for end users, conducting preventive checks and optimising existing processes, monitoring system performance, and updating the SAP kernel, patches, and SAP Notes. Adaptive maintenance consists of aligning the system with changes in legal and sub-legal regulations, as well as changes in the contracting authority's internal organisation.  Additionally, the tenderer is required to provide system upgrade services, including the development of new functionalities, adaptation of existing processes, and potential migration or enhancement of the SAP system in line with technological developments.
Technical support must be available during the contracting authority's working hours (08:00–16:00). Incident and problem reporting is carried out through the SAP Solution Manager ITSM module or via the official contact address (email, portal). The response and resolution times (Service Level Agreement) are defined by priority levels:

	PRIORITY
	DESCRIPTION
	Maximum response time (hours)	
	Maximum time to resolve the issue (hours)

	Priority 1– 
High
	The user is unable to use critical business functions, or although use is possible, certain key functions cannot be executed and there is “Stop error”.  
	4
	48 (two days) 
The deadline does not include non-working days and holidays

	Priority 2– 
Medium
	The user is able to use all critical business functions, but some functions are unavailable, which significantly limits system use.

	72
	120 (five days)

	Priority 3 -
Low
	All functions of the Solution are available, and despite certain partial limitations or the occurrence of a problem, the user can use the software development functions without restrictions, or the documentation is inaccurate.  
	120
	168 (seven days)



The tenderer is obliged to keep records within the ITSM tool and provide a monthly SLA report.  
The tenderer must ensure business operations comply with data protection regulations and information security requirements, and take all necessary measures to protect the system from unauthorised access, data loss, or integrity breaches.  These measures must comply with the contracting authority's information security policy and standards such as SRPS ISO/IEC 27001:2022/Amd 1:2024. If sensitive or personal data are processed, all interventions must be conducted in accordance with the highest standards of confidentiality and access logging.
Upgrades and changes to the system are subject to testing and formal validation by the contracting authority, with the tenderer required to provide documentation, user training, and written instructions for new functionalities. All upgrades must be tested in QAS, documented, and approved by the contracting authority through UAT (User Acceptance Testing). Deliveries are considered accepted only after the trial operation is completed.

Criterion for the qualitative selection of the economic operator

List of services provided

Legal grounds: Article 117, paragraph 1 of the of the PPL - With regard to technical and professional capacities, contracting authority/entity may set requirements ensuring that economic operators possess the necessary human and technical resources and experience necessary to perform the public procurement contract to an appropriate quality level, and may require, in particular, that economic operator has sufficient experience in terms of contracts performed in the past.

Method of proof of fulfilment of the criterion: The economic operator is obliged to prepare and submit a declaration of fulfilment of criteria for qualitative selection of economic operator via the Portal confirming that no grounds for exclusion exist. The contracting authority must request proof of compliance with the criteria for qualitative selection from the tenderer who submitted the most economically advantageous offer before making a decision in the public procurement procedure.

This criterion is proven by:
A list of executed contracts, including a description of services, the name of the contracting authority, the period of service execution, and confirmations from the contracting authorities that the services were performed in accordance with the contract. 

Requirements:
The tenderer must have experience in providing maintenance and upgrade services for the same or similar software solutions. This criterion requires the tenderer to have successfully completed at least three (3) contracts in the three (3) years prior to the bid submission deadline, relating to the maintenance and upgrade of the same or similar software solutions. 

Educational and expert qualifications

Legal grounds: Article 117, paragraph 1 of the PPL - With regard to technical and professional capacities, contracting authority/entity may set requirements ensuring that economic operators possess the necessary human and technical resources and experience necessary to perform the public procurement contract to an appropriate quality level, and may require, in particular, that economic operator has sufficient experience in terms of contracts performed in the past.

Method of proof of fulfilment of the criterion: The economic operator is obliged to prepare and submit a declaration of fulfilment of criteria for qualitative selection of economic operator via the Portal confirming that no grounds for exclusion exist. The contracting authority must request proof of compliance with the criteria for qualitative selection from the tenderer who submitted the most economically advantageous offer before making a decision in the public procurement procedure.

This criterion is proven by: 
A statement from the tenderer regarding the engagement of the team, biographies of team members including descriptions of projects they have worked on (CVs), and certificates issued by the manufacturer (SAP) relevant to the modules subject to maintenance. 

Requirements:
The tenderer must have a team engaged in the execution of the service, comprising:
- Two SAP functional and technical consultants with valid certificates issued by the manufacturer (SAP), relevant to the modules subject to maintenance, and experience in implementing, configuring, and optimising these modules in a public sector environment or in organisations with processes comparable to the public sector (finance, human resources, logistics).
- At least one team member must have experience in maintaining SAP systems in accordance with the applicable financial regulations of the Republic of Serbia. 

Quality of management standards

Legal grounds:

Article 126 of the PPL - Where for the purpose of proving criteria for qualitative selection the contracting authority/entity requires the submission of certificates drawn up by independent bodies attesting that the economic operator complies with certain quality assurance standards, including on accessibility for disabled persons, it shall refer to quality assurance systems based on the relevant standards certified by accredited bodies.

Method of proof of fulfilment of the criterion: The economic entity is required to compile and submit a statement of compliance with the criteria for qualitative selection via the Portal, confirming that it meets this criterion along with the application or offer. The contracting authority must request proof of compliance with the criteria for qualitative selection from the tenderer who submitted the most economically advantageous offer before making a decision in the public procurement procedure. 

This criterion is proven by providing the valid certificates - SRPS ISO/IEC 27001:2022/Amd 1:2024 – “Information technology - Security techniques - Information security management systems - Requirements”. 

Requirements: The system must be hosted in accordance with the international standards for information security, such as - SRPS ISO/IEC 27001:2022/Amd 1:2024 – “Information technology - Security techniques - Information security management systems - Requirements”. 

Criterion for awarding the contract

In the contract award process for maintenance and upgrade services of the SAP system, the contracting authority applies the criterion of the most economically advantageous offer, in accordance with Article 105 of the PPL.

	No.
	Criterion
	Share in total 100 weights

	1
	Price (with no VAT included)
	90 weights

	2
	Response time and problem-solving
	10 weights



When calculating the weights, the contracting authority only takes into account those tenders that were not rejected as unacceptable after examination and technical evaluation.
Acceptable offers will be ranked according to the number of weights assigned to each offer.
The total number of weights is the sum of the weights for each criterion. 
 	𝐵𝑢 	- total number of weights
            	𝐵𝑢 = 𝐵𝑐 + ∑ 𝐵𝑘	𝐵𝑐 	- achieved number of weights for 
price criterion
      𝑘      	𝑘 	- quality criterion
𝐵𝑘 	- weights achieved for the offered quaility	

Scoring method for the price criterion

       Price – maximum 90 weights
The maximum number of weights is awarded to the best offered value; that is, the offer with the lowest price is awarded 80 weights. 
Other offers are evaluated in relation to the lowest offered price, using the following formula:
𝐵c 	- achieved number of weights fot the price criterion
            𝐵c = 𝑚𝑖𝑛𝐶 × 𝑃	           𝑚𝑖𝑛𝐶 	- lowest offered price 
	            𝐶 			𝐶 	- offered price
            		𝑃	- value of price weights (80)                            
                      

Scoring method for the quality criterion 

       Quality criterion– maximum 10 weights
The overall functional and technical value of the offered solution is evaluated according to the following criteria:


	Response time and incident-solving (SLA)
	Number of weights

	Improvement ≥ 20% in all three priorities (response time and resolution) 
	10

	Improvement ≥ 20% in two priorities
	8

	Improvement ≥ 20% in one priority, or improvement of up to 20% in all three 
	5

	No improvement compared to the minimum specified in the technical specifications
	0 weights



Improvement is measured against the maximum allowable deadlines defined in the technical specifications. The tenderer must include in the offer a table specifying the proposed response and problem resolution times for each priority. The stated SLA parameters become contractual obligations and serve as the basis for monitoring contract execution and the potential application of penalties.

Contractual rights and obligations

The contract model must include the following, among other elements:

- Services the tenderer must provide (e.g., ongoing maintenance, adaptive maintenance, upgrades, further development of functionalities at the request of the contracting authority, intervention priorities, etc.);
- The method of service provision, including available communication channels with the tenderer, support working hours, method of recording interventions, and the obligation to deliver periodic reports on completed activities; 
- The method of payment of the agreed price;
- The obligation to provide financial security for the fulfilment of contractual obligations;
- The obligation of the tenderer to comply with relevant regulations, such as the Law on Personal Data Protection and the internal policies of the contracting authority, while ensuring measures to protect the integrity, confidentiality, and availability of data; 
- Regulation of intellectual property rights (e.g., all rights to the results of work transfer to the ownership of the contracting authority);
- The contract validity period;
- The conditions for terminating the contract, etc. 





9. [bookmark: _Toc215694086]CONCLUSION

This document is a comprehensive and practically oriented guide for contracting authorities in the Republic of Serbia, aimed at improving the quality, legality, and sustainability of public procurement processes in the field of information technology. Special emphasis is placed on the obligation to procure legal software and eliminate the risks associated with using unauthorised or unregulated licences.
The guidelines also address data protection, interoperability, ownership of source code, and prevention of vendor lock-in, providing contracting authorities with tools for strategic management of IT resources and the selection of reliable partners. By applying this document, the public sector gains a foundation for making decisions that promote transparency, technological neutrality, and responsible use of public funds. Although the document does not have legal force, its significance lies in recommendations based on practice and standards, which can be integrated into the internal procedures of contracting authorities as a mechanism for improving institutional practice.  In this way, the guidelines not only encourage compliance with the law but also foster the development of a culture of responsible digital governance in public institutions.
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